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Don’t let badly managed IT spring any surprise charges on your 
legal firm - expect the unexpected with our top 10 unpredictable 
costs.

With a well-run network, managing IT costs is relatively straightforward. However there is always the 
potential for problems that can break the IT budget. Here are the top 10 unpredictable IT costs that 
can affect legal firms along with guidance on how to avoid each.

1. Security

IT security - keeping unwanted people out of your network 
and data - is essential to safeguard sensitive information 
and protect your firm’s reputation. Security risks manifest 
themselves in a number of ways, from viruses that simply 
destroy data to targeted hacking by cybercriminals looking for 
valuable information that can be exploited for gain.

Recovering lost data results in costly downtime, and reduces 
the efficiency of your team. Where extensive damage is 
caused, repairs can cost tens of thousands of pounds in fees 
and expenses. There is also the chance that your firm could be 
fined heavily under the Data Protection Act 1998 or sued by 
affected clients.

IT security is no longer a case of installing and maintaining 
antivirus software. Instead, expert assistance is required 
to ensure that your network is locked down to prevent 
unauthorised access, and to help you keep a handle on your 
data. If in doubt, seek professional advice as soon as possible.
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2. Managing older software and hardware

Upgrading computer hardware and software can be costly. Along with the purchase of new gear, there 
is also the cost of retraining staff and an accompanying dip in productivity as systems bed in and your 
team familiarise themselves with new ways of working. However, many legal firms fail to account for 
just how expensive maintaining older systems can be.

Unexpected costs of older systems include:

The need for additional support resources.

Costly support contracts for hardware or software that is no longer under warranty or 
manufacturer support.

A corresponding fall in productivity as systems are held back to maintain legacy 
applications.

Although older systems may still be perfectly adequate for your firm’s needs, upgrading systems 
will provide greater cost savings in the long run. More than 40% of respondents to a Business 
Performance Management (BPM) Forum survey estimated that unwanted applications drain more than 
10% of their IT budgets, while 10% estimate the real cost to be more than 20%. By partnering with 
an expert IT provider, your firm will also be able to minimise many of the problems normally associated 
with technology upgrades.

The [Data Protection] Act does not require you to have 
state-of-the-art security technology to protect the personal 
data you hold, but you should regularly review your security 
arrangements as technology advances.
Information Security (Principle 7) – The Information Commissioner’s Office
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3. Managing BYOD and mobile devices

Increasingly, staff are requesting access to company resources so that they can work using their 
personal smartphone, tablet or laptop. For business owners this represents an opportunity to increase 
productivity, but the management of Bring Your Own Device (BYOD) computing can be costly.

As well as providing access to data and email, your firm needs to carefully consider the costs of 
providing technical support and advice to staff who could be using a wide range of different devices, 
each of which has its own quirks. By setting out a BYOD plan in advance, your firm can maintain 
control of these costs according to a predefined budget.

4. Systems and software skills

Your firm may employ the brightest legal brains, but that is no indicator of their computing abilities. 
Staff who are not fully trained in using your IT systems could actually be costing your firm through:

Inefficient use of software and systems.

Errors and mistakes that damage systems or introduce inaccuracies into records.

Calculating the exact cost of reduced productivity is difficult, but anything which slows your team 
down is costing your firm money. Worse still, where mistakes are made, the cost of correcting data 
or repairing systems could escalate quickly based on how much damage has been done through 
ignorance.

The unexpected consequence of BYOD programs is 
a doubling or even tripling of the size of the mobile 
workforce.
Trends for 2014 – Gartner Inc
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5. Data protection and compliance

Data protection is increasingly important to:

Avoid fines for breaches under the Data Protection Act 1998  
(up to £500,000 per incident).

Protect client confidentiality and avoid lawsuits and compensation claims.

Comply with the SRA Code of Conduct.

Maintain company reputation.

Legally, your firm must take all reasonable steps to protect personal data from loss or theft.

In regulatory terms, outcome 7.3 of the SRA Code of 
Conduct requires firms to identify, monitor and manage 
risks to compliance and take steps to address issues 
identified. Firms should consider carefully what risks the 
use of the chosen system poses to them and clients and 
take steps to address these.
Silver Linings: cloud computing, law firms and risk – Solicitors Regulation Authority
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This means implementing systems that protect data, and policies that ensure staff understand their 
responsibilities when using IT resources and information. The financial ramifications of failing to do so 
could be much more extensive than the headline fines.

Appropriate technical and organisational measures shall 
be taken against unauthorised or unlawful processing of 
personal data and against accidental loss or destruction of, 
or damage to, personal data.
The Data Protection Act 1998

“
”

6. Audits

Data Protection Act compliance is important to protect your customers’ privacy, but it also helps your 
firm avoid additional audits and regulatory scrutiny. Although accountability and transparency in certain 
issues can be helpful, low-level investigations (regardless of their findings) may not.

Audit findings and recommendations can be extremely expensive to implement in retrospect. It is far 
better then to ensure compliance in advance thereby spreading the costs and making them not only 
more predictable, but also more manageable.
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7. Software licensing

All software used by your company is subject to licenses that govern its use. Some software is 
licensed per machine (like the Windows operating system), whilst others are purchased on a per-user 
basis (like the licenses required for Exchange email). Licensing presents two major problems for your 
firm which bring about unexpected costs:

Too few licenses and you could be prosecuted and fined.

Too many licenses and your firm is wasting money.

To avoid both scenarios, your firm needs to:

Audit and record existing software use.

Audit and record details of all software licenses owned.

Purchase any licenses you may be lacking.

Immediately cease renewal of excess licenses.

Keep licensing records up-to-date to prevent similar issues in future.

Obviously auditing and managing licenses is time-consuming (and therefore costly), but will be 
much cheaper than the fines and bad publicity non-compliance attracts. 70% of BPM Forum survey 
respondents said their companies have redundant, deficient or obsolete applications on the network. 
For the most cost-effective way of managing licenses, check whether your IT provider can take over the 
responsibility for you.
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8. Business continuity

A localised disaster that shuts your offices for a day or longer could have catastrophic consequences 
for the firm and its clients. As well as being unable to work (and therefore generate revenue), your team 
will be unable to represent clients properly, potentially resulting in lost contracts and payments.

To avoid such issues, a business continuity plan defines how you will deal with such disasters in 
advance. Your plan will need to include details like:

How to recover data lost due to a local outage.

How to restore or share data so that staff can get back to work as soon as possible.

How to protect the most important business systems to ensure they remain operational 
as and when required.

Business continuity planning and implementation is an expert task which requires in-depth technical 
knowledge to succeed. Your firm will need to use the services of a skilled IT provider to ensure they 
have covered every potential eventuality to protect the future of your firm.

ICM Business Continuity Invocation Statistics revealed that 94% of UK organisations that invoked 
their business continuity plan did so due to IT problems, with only 6% accounting for incidents such 
as fire or flood. This means that the day-to-day causes of invocation, such as hardware failure or 
infrastructure loss, are 15 times more likely to occur than a flood or fire.
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There are obvious risks [of Cloud Computing], one of 
which is giving up control of your data to a third party 
which has the potential to compromise the SRA’s ability to 
properly regulate the affairs of a firm and ensure that the 
interests of clients remain fully protected (for example, if 
a firm becomes insolvent, or subject to an investigation or 
intervention).
Silver Linings: cloud computing, law firms and risk – Solicitors Regulation Authority
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9. Inefficient use of hosted services

The Cloud can be used to help improve data security and business continuity, but the wrong solution 
can also be a source of unexpected costs for newcomers. Comparing hosted services like-for-like is 
complicated and confusing, making it difficult to choose the right one for your firm.

Should your firm choose the incorrect service, you may find extra charges are being levied like:

Fees for exceeding allocated storage/bandwidth/processing time.

Charges for moving data away to another Cloud provider.

Add-on charges for other related services you mistakenly believed to be included in the 
subscription fee.

Before taking out any kind of subscription, or even renewing an existing one, it is essential to check 
out the secondary costs of a particular Cloud service as well as compliance with legal-industry specific 
legislation (like the SRA Code of Conduct). Consider moving to a hosted IT provider who understands 
your sector’s needs and can prove relevant experience working with legal firms - In doing so, your firm 
will again help to manage unexpected IT costs.
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Moving forward

So don’t forget, to help minimise your unexpected IT costs you must:

• Get security up-to-date and maintained to prevent costly, embarrassing breaches.

• Consider upgrading software and systems to reduce IT maintenance and support 
costs.

• Verify and maintain data protection compliance.

• Audit your software to ensure full licensing compliance.

• Get a business continuity plan in place to reduce disaster-related downtime and costs.

• Plan for BYOD before implementing it.

• Keep staff well-skilled to reduce inefficiency.

• Keep up to date with regulatory obligations to avoid audits and costly 
recommendations.

• Choose the hosted IT service that fits all your firm’s needs.

• Consider outsourcing to maintain protection levels and budgetary control.

10. Systems and data security

To help maintain compliance with the Data Protection Act, your firm needs to have a robust 
security system in place. This should keep cybercriminals and malicious attackers from stealing or 
compromising data by:

Preventing unauthorised users from accessing systems and data.

Halting the spread of viruses and other malware.

Auditing system usage to spot suspicious activity early.

Keeping systems patched and secure is time consuming, and therefore costly. The problem is that 
many firms fail to account for just how expensive maintaining system security can be. Outsourcing 
responsibility for system security is one good way to help quantify and manage costs.
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Download your eGuide now

Discover how the right IT partner can slash 
surprise costs.

7 Questions Professional 
Services Firms Should Ask When 

Changing IT Provider

7 Questions Professional 
Services Firms Should 
Ask When Changing 
IT Provider
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